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T: Konfiguracja przelacznika lokalnej sieci komputerowej.

Zadaniel:
Odszukaj w serwisie internetowym Wikipedii informacje na temat wirtualnej sieci lokalnej VLAN.

Zastosowanie réznych sieci VLAN uniemozliwi wymiang danych pomiedzy urzadzeniami podtaczonymi do
roznych portéw (VLAN). Aby mozliwa byla wymiana danych pomigdzy tymi urzadzeniami nalezy podtaczyc
do portu typu trunk router oraz przypisa¢ mu adresacje z réznych sieci VLAN (tworzenie podinterfejsow).

Konfiguracja sieci VLAN polega na podaniu identyfikatora (VID), nazwy danej sieci (VLAN name) oraz
wskazaniu portow urzadzenia nalezacych do danej sieci.

Przetaczniki moga mie¢ ustawione porty w dwoch trybach:

— bez znakowania ramek (Untag VLAN Ports, Port Based),

— ze znakowaniem ramek (Tag VLAN Ports) identyfikatorem sieci VLAN przez urzadzenie podigczone do
danego portu.

Porty moga dziata¢ w nastepujacych trybach:

— ACCESS — umozliwia przypisanie ramce tylko jednego identyfikatora VLAN,

— GENERAL — mozna przypisa¢ kilka numerow VLAN, obstuguje ramki tagowane i nietagowane,
— TRUNK — domyslnie przesylane sa wszystkie VLAN, nie obstuguje ramek nietagowanych.

Konfiguracja tacza typu trunk pozwala okres$li¢ nazwe potaczenia i wskazaé porty urzadzenia nalezace do
danego 1acza. Jest to potaczenie pomiedzy switchami badz switchami i routerami, za pomocg ktorego
przenoszony jest caty ruch VLAN. Po obu stronach tacza musi by¢ ten sam standard tacza trunk.

Przyktad konfiguracji:
(config-if)#interface GigabitEthernet0/1.2
(config-if) #encapsulation dotlg 27
(config-if) #ip address 192.168.27.201 255.255.255.0

Przyktadowa konfiguracja nowej sieci VLAN o identyfikatorze 27:
>enable
#configure terminal
(config) #vlan 27
(config-vlan) #name s27-vlan
(config-vlan) #exit
(config) #exit
fexit

Zadanie2:

Zaprojektuj sie¢ komputerowa w programie Cisco Packet Tracer odpowiadajacag ponizszemu
schematowi. Kazdy z komputerow ma przydzielony statycznie numer IP z domys$lng maska klasy C.
Skonfiguruj przelaczniki swl oraz swll tak, aby mozliwa byla wymiana danych tylko pomiedzy
komputerami 1 z 11, 2 z 12, 3 z 13 oraz 4 z 14. Pozostale kombinacje potaczen maja by¢ niedostepne.
W projekcie wykorzystaj przetacznik firmy Cisco model 2950T. Prace zachowaj w pliku pod nazwa
$nazwisko_S$klasa_$gr_przelacznik_spr.pkt i  prze§lij poczta elektroniczng na  adres
greszata@zs9elektronik.pl.
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Zadanie3:
Zaprojektuj sie¢ komputerowg w programie Cisco Packet Tracer odpowiadajaca ponizszemu
schematowi. Kazdy z komputeréw ma przydzielony statycznie numer IP z domys$lng maska klasy C.
Skonfiguruj przefaczniki tak, aby mozliwa byla wymiana danych tylko pomigdzy komputerami 1 z 3,
oraz 2 z 4. Pozostate kombinacje potaczen migdzy komputerami maja by¢ niedostepne. W projekcie
wykorzystaj przetagcznik firmy Cisco model Switch-PT. Prace zachowaj w pliku pod nazwa

$nazwisko_S$klasa_$gr przelacznik_spr2.pkt i przeSlij poczta elektroniczng na  adres
greszata@zs9elektronik.pl.
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Zadanie4:
Zaprojektuj sie¢ komputerowg wg ponizszego rysunku. Sprawdz stany portow poszczegolnych
przetacznikdw oraz zastanow si¢ nad przyczyng takich stanow.
swl#show spanning-tree datail
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Oprogramowanie Easy Smart Configuration Utility do zarzadzania przetacznikiem TL-SG108E:

TP-LINK

Easy Smart Configuration Utility

Discovered Switches

Product Device Description MAC Address IP Address Located on IP Network IP Setting Login

Help Refresh
Zadanie5:
PrzeprowadZ konfiguracj¢ przetacznika zarzadzanego TP-Link TL-SGI08E wedlug nastgpujacych

wytycznych:

— zapoznaj si¢ z instrukcja obshugi,

— zainstaluj oprogramowanie zarzgdzajace urzadzeniem,

— polacz si¢ z urzadzeniem i zapoznaj si¢ z jego biezacg konfiguracja,

— zmien adres IP urzadzenia na 192.168.x.1, gdzie X oznacza numer stanowiska komputerowego,

— zmien hasto uzytkownika admin na haselko,

— utworz dwie sieci VLAN: uczniowie o ID 11 na portach 3 i 4, nauczyciele o ID 12 na portach 5 i 6,
— nowe sieci VLAN przypisane do portow bez znakowania ramek,

— utworz kopig ustawien urzadzenia,

— zapoznaj si¢ z biezaca konfiguracja urzadzenia,

Strona3z 16



Tomasz Greszata - Koszalin 2022 - https://greszata.pl

— zresetuj ustawienia urzadzenia,

— odinstaluj oprogramowanie zarzadzajace urzadzeniem i przywrd¢ ustawienia karty sieciowe;.

Z przeprowadzonych dziatah utworz sprawozdanie w dowolnym procesorze tekstu. Na jednej stronie
0 rozmiarze A4, orientacji pionowej, umie$¢ dwa opisane zrzuty z ekranu, o szeroko$ci minimum 14
cm. Kazda stron¢ podpisz swoim imieniem i nazwiskiem w nagtoéwku strony, a w stopce oznacz numer
strony wg schematu Strona X z Y. Prac¢ zachowaj w pliku pod nazwa
$nazwisko_S$klasa_$gr_tplink_sgl08e i przeslij poczta elektroniczng do nauczyciela na adres
greszata@zs9elektronik.pl.

Do rozwigzania zadania mozna wykorzysta¢ dostgpne w Internecie emulatory, np. ze strony
https://emulator.tp-link.com/TL-SG3424P/Index.htm (emulatory przetacznikow zarzadzanych dla
biznesu).

Zadanie6:
Wykorzystujac dowolny program utworz prezentacje przedstawiajaca dostepna konfiguracje
W przetgczniku zarzgdzanym TP-Link TL-SG108E. Prezentacja powinna zawiera¢ nastepujace
informacje na temat:
— koniecznosci zapoznania si¢ z instrukcja obstugi,
— wymagania instalacji oprogramowania do zarzadzania urzadzeniem,
— domyslnej konfiguracji urzadzenia (login z hastem oraz adres IP),
— procedury I3czenia si¢ z urzadzeniem i konieczno$ci zmiany ustawien sieciowych,
— zmiany adresu IP urzadzenia poprzez menu menedzera,
— zmiany hasta uzytkownika admin,
— tworzenia sieci VLAN zgodnych ze standardem IEEE 802.1Q,
— konfiguracji lustrzanego odbicia przesytanych danych przez wybrane porty (Port Mirroring),
— tworzenia kopii ustawien urzadzenia,
— przegladania biezacej konfiguracji urzadzenia,
— procedury resetowania ustawien urzadzenia do ustawien fabrycznych (sprzg¢towa i programowa).
Prace zachowaj w pliku pod nazwg $nazwisko S$klasa $gr_tplink_sgl08e i przeslij poczta
elektroniczng do nauczyciela na adres greszata@zs9elektronik.pl.

Zadanie 7:

Przeprowadz konfiguracje przetacznika zarzadzalnego w serwisie internetowym http://www.tp-
link.com.pl/emulators.html. Z przeprowadzonych dziatan utworz sprawozdanie w dowolnym procesorze
tekstu. Na jednej stronie o rozmiarze A4, orientacji pionowej, umies¢ dwa opisane zrzuty z ekranu, o
szeroko$ci minimum 14 cm. Kazda stron¢ podpisz swoim imieniem 1 nazwiskiem w nagldéwku strony a
W stopce oznacz numer strony wg schematu Strona X z Y. Pracg¢ zachowaj w pliku pod nazwa
$nazwisko_S$klasa_$gr_przelacznik_tplink i przeslij poczta elektroniczng do nauczyciela na adres
greszata@zs9elektronik.pl.
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Konfiguracja przelacznika zarzadzanego TP-Link TL-SG3216 (lewa) oraz TL-SG 108E (prawa):
W celu polaczenia si¢ z urzadzeniem nalezy sprawdzi¢ w instrukcji obstugi badz na tabliczce informacyjne;j
urzgdzenia jego adres IP (w naszym przypadku domys$lnie 192.168.0.1). Wpisujemy ten adres do przegladarki
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system Summary R ht Saving Time  System IP
TL-SG3216
TL-SG108E
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system ™ ™ M ™ ™ 1] System System Info
‘ERERERREN
* User L _L Device Description TL-SGI08E
* System Tools Manoring MAC Address BO.4E 26 AD D384
Clm ey L WLAN IF Address 192.168.0.1
sy : 1 s
Switching ystem Description:  JetStream 16-Port Gigabit L2 Managed Switch with 2 Combo SFP Siats - oo ok S5 265 2550
VLAN Device Name: TLSG3218 ot oo
e ult Gateveay
Spanning Tree Device Location SHENZHEN Save Corfig
i — System Contact ok Fimware Version 1.0.0 Buid 20160722 Fel 0167
ulticas ystem Con wovew pink com .
cas Liarduare Version:  TL-SG3216 10 o Hardveare Versian TL-SGI08E 3.0
ACL Fimware Viarsion 2.1.3 Build 20140515 Rel 43106{n) Device Descripton MicGi06E m
Netwark Security 1P Address: 182.168.0.1
SNMP Subnet Mask: 255.255.255.0 Note:
Cluster Default Gateway .
MAC Addh C4.6E-1F-BF-TB08 The length of device descripbon should not be mere than 32 characters.
Maintenance ress - 1F-BF-7BH
Save Config System Time 2006-01-01 08:13:26
Run Time: 0 day - 0 hour - 13 min - 35 sac
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Syst IP Address Setti
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- System Info
* User Management
* System Tools

1P Address Mode

# StaticIP ) DHCP ' BOOTP

Management VLAN: 1 (VLAN ID: 1-4094)

= System Info
= IP Setting

* User Account

DHCP Setting Disable ~
IP Address 192.168.0.1 |
Subnet Mask  [255.255.255.0 |
Default Gateway  0.0.0.0 |

* Access Security 1P Address: 192.168.0.1 » System Tools
Hel

Switchin, &

o Subnet Mask: 255.255.255.0 Switching
VLAN
Spanning Tres Defauit Gateway: Manitoring
Multicast VLAN
Qos Note:
e Ghanging IP address 1o a different IP interrupt the network sapl p the

new I address in the same IP segment with the local network
Metwork Security
SNMP
Cluster Logaut
Maintenance
Save Canfig
Logout
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Mozemy zmodyfikowac istniejgce lub doda¢ nowe konta uzytkownikow:
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TL-SG3216
User Info
BYMAT User Name:
2 Systamtnfo Access Level Guest [+
* User Management
+ System Tools L [Ccrear |
* Access Security Confim Password:
Switching
MEAN User Table
Spanning Tre Select  User ID User Name Access Lovel Operation
Multica o s s -
Qos
Act (Coeiete | [Cher
Network Security
SNwP Note:
TR The user name should not be more than 16 characters using digits, English letters and underiines only and
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Sa

onfig

Logout
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W kategorii System Tools mozemy przywroci¢ konfiguracje przetacznika z pliku kopii ustawien:
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Config Restore

System
« System Info

* User Management
* System Tools

* Access Security
Switching

VLAN

Spanning Tree
Multicast

Network
SNMP
Cluster
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Logout
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Config Restore

Config Backup
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Firmware Upgrade

Restore the config from the saved config file

& e

Select a backup config file and click the Restore Config button, and then you can restore to the

O+ a

previous config.
Config file: Przegladaj... Nie wybrano pliku.
Cree J
Note:

It will take a long time to restore the config file. Please wait without any operation.

Albo przwroci¢ ustawienia domyslne producenta:
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TL-SG3216 System Reset
System Reset

Syst

+ system Infa Reset:

* User

« System Tools Note:

* Access Security
Switching

VLAN

Spanning Tree
Multicast

QoS

ACL

Network Security
SNMP

Cluster
Maintenance

Save Config

Logout
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The System Reset aption wil restore the configuration to defeult and the curent configuration will be lost
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TL-SG108E
System User Setting
* System Info
= IP Setting Mew Usemame  admin |

- User Account Okl Password
» Syster Toals Hew Password s . |

Confirn Password  eeessss

Switching
Monitoring
VLAN
a Note:
e Tre length of user name and passward shoud not be more than 16 characters using digits, Englisn letters and undzrlines
anly.
Logat
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TL-SG108E

System —Config Backup:

* System Info

- IP Seing Click the Backup Config button to save the config 1o your compiter

* User Account

Systern Tools

= Backup and Restore

= Systemn Reboot —Config Restore
= System Reset
- Firmware Upgrade Select a backup config file and click the Restore Config button, and then

you can restore the swatch ta its previous config

Switching
Monitoring Config fie] Przegladaj... Mie wybrano pliku. Restore Config Help
VLAN
Qos Note:
Seve Canfg 1 Irwill take several minutes to backup or restore the configuration file. Please wait withaut any operation
2. To avaid any damage, please don't power down the svitch while being restored
3. After being restored, the curent settngs of the switch wil be lost, Wrong uploaded configuration file may cause the switch
Logout unmanaged.
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’ System Reset

Systern
* System Info
- IP Ssiiing Reset to default factory settings and restart the system
* User Account
» System Tools

» Backup and Restore

Reset

» Systern Rebaot
« System Reset

MNote:
» Firmware Upgrade
The Systern Reset option will restore the configurabon to default and your current settings wall be lost
Svitching

Monitoring
VLAN
QoS

Save Corfig

Lagout
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Oprogramowanie przetacznika mozemy zaktualizowa¢ do najnowszej wersji publikowanej przez producenta:
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ST Firmware Upgrade
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L You will get the new function after upgrading the firnware. )
+ System Info - System Info
* User Management Firmware Flle: Przegladaj... Nie wybrano pliku. Upgrade - IP Setting . Readyto Uogra:t: nfw firmware? .
i ”
System Tools T R T R i E © Lo Aot baoting is required for firmware uporade
+ Access Security
Switching Hardware Version: TL-5G3216 1.0 » System Tools
e - Backup and Restore Reatly
Spanning Tree - System Reboot
Spanmng e Note: -
Multicast = System Reset
— 1. Please select the proper sofware version matching with your hardware to upgrade. i
2. To avoid damage, please don't tur off the device while upgrading irmware Upgrade Note:
" |l S
2-Ar porack. the davics WA rebaot estomalical CEEDY 1 To avoid damage, please don't turn off the device while upgrading
4, You are suggested to backup the configuration before upgrading. P
Mondoring 2 You are suggested 1o backup th canfiguration befors uparading
VLAN
Qcs
Save Config
R Save Config
Logout
Lagout
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Jak rdwniez mozemy zapisa¢ biezace ustawienia konfiguracyjne w pliku:
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Save Config
Config Backup
System System
(BTSSR thic A Switching You cancel the operation
* User Management Click the button Backup Config, and you can save the config to your computer. —
Manitoring
* System Tools g
« Access Security Backup Contig] (el ] LA
Switching -
VLAN Note: .
eI it will take a long time to backup the config fle. Please wait without any operation. Save Config
Multicast
208 Logout
AcL
Network Security
SNMP
Conflg
Logout
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Po wprowadzonych zmianach system urzadzenia mozemy zrestartowac:
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—System Reboot

System Reboot al
System BT
« System Infa Save Config. -’ - System Info Save Config ¥
+ User Management Reboot eboat * IP Seming Beboat
- System Tools = User Account
* Access Security Note: ¥ System Tools
Switching To avoid damage, please don't tum off the device while rebaoting = ;:W;,“p and Restare
VLAN Nots:
s - System Reboot N
Spanning Tree + System Reset o avoid damage, please dant turn off the device while rebiooting
Multicast
aos = Firmiware Upgrate:
AcL Switching
Network Security Moritoring
SNMP
Cluster
Mai ce
Save Config
Logout
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Dalsza konfiguracja dotyczy przelgcznika TP-Link TL-SG3216. W zaktadce Device Descryption mozezmy
ustali¢ nazwe urzadzenia i jego lokalizacje:

J Tusee x

€)@ 1916801

8 Covsto odwiedmane @ Piewszeroki [ berp B fip T horne W wikipedia  greszata.pl

TP-LIN

TL-SG3216

System

* System Info

* User Management
* System Tools

* Access Security
Switching

VLAN

Spanning Tree
Multicast

QoS

ACL

Network Security
SNMP

Cluster
Maintenance
Save Config

Logout
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W zaktadce System Time ustawiamy naszg strefe czasowg oraz adresy serwerow czasu:
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System Time Daylight Saving Time System IP System IPv6

System Summary Device Description

Device Description

Device Name: TL-SG3218

Device Location SHENZHEN @

System Contact: www_tp-link.com

Note:
The Device Name, Location and Contact should not be more than 32 characters.
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* User Managsment
+ System Tools
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Switching

VLAN

Spanning Tree
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SNMP
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Maintenance
Save Config

Logout
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ystem IP

System Summary  Device Description [EECTSCURIUMN Daylight Saving Time System IPv6

Time Info

Current System Date: 2006-01-01 08:16:47 Sunday

Current Time Scurce: Manual

Time Config
Manual
Date: 2006 -|[01 01
Tima: 08 16 a7

® Get Time from NTP Server

Time Zone: (UTC+08:00) Befiing. Chongaing. Hong Kong. Urumdi. Singapore  ~|
Primary Sever: 133.100.9.2
Secondary Sever: 139.78.100.163

Update Rate. 12 hour(s)

Synchronize with PC's Clock

W zaktadce Daylight Saving Time ustawiamy date zmiany czasu:
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B Czesto odwiedzane @ Pienwaze ko

TP-LINK

TL-SG3216

System

* System Info

* User Management
* System Tools

+ Access Security
Switching

VLAN

Spanning Tree

Network Security
SNMP

Cluster
Maintenance
Save Config

Logout
Copyright © 2014

TP-LINK Technologies Co.,
Ltd. All rights reserved.

a ol@ + & O O =
tp 8 fip T home W wikipedia yeszatpd () wifi @ opensm B ramhtor i dobreprogramy 49 253

B I e e PP Daylight Saving Time

System [P System IPv6

DST Config

DST Status: | Disable «|

* Predefined Mode

UsA Australia  Europe New Zealand
Recurring Mode
Offsat: 60 (minutes)
Start Time: Week Last Day [Sun Month | Mar. 01:00
End Time: Week | Last Day | Sun Manth | Oct. 01:00
Date Mode
Offset: 60 (minutes)
Start Time: Apr. o1 00:00 | (MM/DD HH:MM)
End Time: Oct. o1 00:00 | (MM/DD HH:MM)

ey | [rep |
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A w tej zaktadce adres IPv6:

=
g x
€ @ wasen clla %Ee O+ AO G =
! B Cagsto odwiedzane @ Pienwszekroki | itp M fip T home W wikpeda  gresatap [ | wii @ opentm By tanchtor § dobreprogamy ¥ 10
|
| TP-LINK
TL-SG3216 System Summary  Device Description  SystemTime  Daylight Saving Tme ~ System IP [ al)
—_—
‘ Global Config o
System 1Pv6: ® Enable © Disable [Cappy |
* System Info
* User Management Link Address Config
* System Tools
« Access Security Config Mode: Manual ® Auto
Switching Link-local Address: Ye80-c66e: 1M1febf- 7506 (Format: feg0::1) (Cappy |
VLAN
Status: Normal
Spanning Tree
Multicast
QoS Global Address Autoconfig via RA Message
ACL - ¥ Enable global address auto configuration via RA message Apply
Network Security
SNMP
o Global Address Autoconfig via DHCPv6 Server
Cluster
Malntonance 7 Enable global address auto configuration via DHCPVG Server (Caepty |
Save Config__
Add a Global Address Manually
Logout
— — Address Format: EUI-64 Not EUI-64
Global Address: (Format:3001::1/64)
Copyright © 2014
TP-LINK Technologles Co.,
Ltd. All rights reserved. Global Address Table v

W ustawieniach User Management zapoznamy si¢ z lista dostgpnych kont uzytkownikow w przetaczniku:
f - oIl

TLseRi %\

€ a wasen e O+ ADO G =
| B

Fienwezekroki | itp B8 fip 7] home W wikpeda  gresatapl | wii @ opentm By tnchtor § dobreprogamy 8 10

| TP-LINK
TL-SG3216 CoerTee

User Table
System User ID User Name Access Level
* System Info 1 admin Admin

* User Management

* System Tools

* Access Security
Switching

VLAN

Spanning Tree i
Multicast

QoS

Network Security
SNMP

Cluster

S Config

Logout

Copyright © 2014
TP-LINK Technologles Co.,
Ltd. All rights reserved.

Ogranniczy¢ dostep do konfiguracji urzadzenia z okreslonych portow lub numerdéw IP:
- olEl

) Tseane x &k

€ @ mzeot € || Q s T8 9 3+ A0 B =

B Cassto adindsane @ Piewszs ki hisp 8 fip 2] home W wikpeds  gresatapl | | i @ opentm B tranchtor § dobrsprogeary ¥ 25

TP-LINK

TL-SG3216 Access Control

Access Control Config

Sy Control Mode: Disable v
* System Info P Addrass: Miask:
* User Management
+ System Tools MAC Address:
= Access Security Port
Switching
_— 1 2 3 4 5 3 7 ]
VLAN
—_— 9 10 1 12 13 14 15 16
Spanning Tree
Multicast
Qos Session Config
ACL Session Timeout: 10 min (5-30)
Network Security
0P Access User Number
Cluster
okl ® Di
Maintenance Number Control Enable ® Disable
Save Config Adrmin Number: (1-16)
Guest Number: | (0-15)
Logout
Copyright & 2014

TP-LINK Technologles Co.,
Ltd. All rights reserved.
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Pobrac¢ certyfikat 1 klucz wykorzystywany do szyfrowanych polaczen z urzadzeniem:

o+

T5G3216 X

|
[l € & wasenn

} B Capeto odwiediane @ Piewszebroki | | hitp M8 tp T home W wikipeda  gressatai || wii @ opentm By tranchtor § dobreprogaamy A 19

| TP-UINK

TL-SG3216

System

* System Info

* User Management
* System Tools

* Access Security
Switching

VLAN

Spanning Tree
Multicast
Qos
Network Security
SNMP

a;sler
Maintenance

Logout

Copyright © 2014
TP-LINK Technologles Co.,
Ltd. All rights reserved.

POl Sst Config

e U a0 O

Global Config

ssL: ® Enable © Disable @

HQIE

Certificate Download

Certificate File: Przegladaj... Nie wybrano pliku.
Key Download

Key File: Przegladaj... Nie wybrano pliku.
Note:

1.The SSL certificate and key downloaded will not take effect until the switch s rebooted.
2.The SSL certificate and key downloaded must match each other; otherwise the HTTPS connection will not

work,

Wilaczy¢ mozliwos¢ taczenia sie z konfiguracja urzadznenia przez terminal tekstowy:

) Tseane *

TL-SG3216

System
= System Info

* User Management
» System Tools

= Access Security
Switching

VLAN

Spanning Tree
Multicast

QoS

ACL

Network Security
SNMP

Cluster
Maintenance

Save Config

Logout
Copyright ® 2014

TP-LINK Technologles Co.,
Ltd. All rights reserved.

o+

bizp 8 #ep ) home W wikipedis

‘Global Config

SSH:

Protocal V1:
Protocol V2:
Idie Timeout:

Max Connect:

Key Download

c|a

guesntapl | wifi @ openim B transator & dobeeprogramy W 158

SSH Config

a9+ a0 0

Enable ® Disable

® Enable Disable

® Enable O Disable
120 sac (1-120)

5 (1-5)

Choose the SSH public key file to download into switch.

Key Type:
Key File

58H-2 RSA/DSA »|

Przegladaj... Nie wybrano pliku.

Note:

It will take a long time to download the key file. Please wait without any operation.

Wiaczy¢/wylaczy¢ port 1 ustawi¢ jego parametry transmisji:

) TLs316 x
€ A& el

B Cemo odwiesiane @) Pienaze broki

TP-LIN

TL-SG3216

System
Switching

- Port

- LAG

= Traffic Monitor
« MAC Address
VLAN

Spanning Tree
Multicast

QoS

ACL

Network Security
SNMP

Cluster
Maintenance
Save Config

Logout
Copyright @ 2014

TP-LINK Technologies Co.,
Ltd. All rights reserved.

\+

bizp 8 #ep ) home W wikipedis

Port Config

Part Config
Port
Salect Port Description Status  Speed and Duplex Flow Contral LAG

O Disable |  10MHD |v| |Disable v

1 Enable Auto Disable =
m 2 Enable Auto Disable =
] 3 Enable Auto Disable -
o 4 Enable Auto Disable —

5 Enable Auto Disable -
m] 6 Enable Auto Disable -
] 7 Enable Auto Disable -

] Enable Auto Disable -
O 9 Enable Auto Disable -
(] 10 Enable Auto Disable -
O 1 Enable Auto Disable -
O 12 Enable Auto Disable =
] 13 Enable Auto Disable -
O 14 Enable Auto Disable -
o 15 Enable Auto Disable - "

Port Mirror

ela

guesntapl | wifi @ openim B transator & dobeeprogramy W 158

Port Isolation

Port Security

a9 & & 0 G-

Loopback Detection

Note:

Strona 10z 16



| Tomasz Greszata - Koszalin 2022 - https://greszata.pl

Wiaczenie kopiowania danych migdzy portami w mozliwych dwoch kierunkach:

0= x &
€ 8 s "B 94+ A0 B =

B Cresto adwidtane @) Pienszekoki | hrip 8 fip ) home W wikpeds  gresmatapl | | il @ opentm B tanshtor fy dobreprogeamy 5

TP-LIN

Port Confi Port Mirror Port Security Port Isolation Loopback Detection
TL-SG3216 . - — -

System Mirror Group List
Switching Group  Mirroring Mode Mirrored Port Operation
- Port Ingress —
1 0 Edit

* LAG Egress .
= Traffic Monitor i

ngress -
« MAC Address 2 o g o
VLAN Egress =
Spanning Tree Ingress -
P —— 3 0 Edit
Multicast Egress —-
S Ingress —_—
ACL 4 o Edit

Egress -

Network Security
s
Cluster

Maintenance

Save Config

Logout

Copyright @ 2014
TP-LINK Technologies Co.,
Ltd. All rights reserved.

Ochrona przetacznika przed atakami adresow MAC poprzez ograniczenie ich liczby na danym porcie:
- olEl

[ Tisaze x &

€@ mzeenn clla a9+ a0 =

g 8 fp ) home W wikpeds  gresmatapl | | il @ opentm B tansheor f dobreprogeamy 4 55

Port Confi Port Mirror Por} Securit Port Isolation Loopback Detection
TL-SG3216 ¢ Y - — -

Port Security
System Select Port Max Learmed MAC  Learned Num Learn Mode Status
Switching (u} Disable -]
- Port u} Disable Z
= LAG o Disable
= Traffic Monitor o Disable
* MAC Address Disable

1
2
3
4
R 5 64 Disable
5
7
8
9

Spanning Tree Disable
Multicast Dynamic Disabls
Dynamic Disable
Dynamic Disable

QoS o
acL L
Network Security u] 10 64
SNMP [u] 11 64
Cluster 12 64
Maintenance

Save Config [_A!TL'

Logout Note:
The maximum number of MAC addresses leamed from individual port can be set to 64.

Dynamic Disable
Dynamic Disable
Dynamic Disable

Copyright ® 2014
TP-LINK Technologies Co.,
Ltd. All ights reserved.

Ograniczenie ruch z jednego portu do innych portow:

563216 X

- oIl
€& waen c|a %6 9 48O 0

|
|| B Cassto odwiediane @ Pienwszebroki | itp 8 fp T} home W wikipeda  greszatapl || wii @ opentm By tranchtor § dobreprogaamy ¢ 19

| TP-UNK

n

Port Confi Port Mirror Port Sec Port Isolation Loopback Detection
TL-SG3216 ) S = s

Port Isolation Config :
System From Port: 15 To Port: L
Switching
* Port
«LAG a1 U2 i 4 =5 =

Forward Portlist:

* Traffic Monitor
* MAC Address b13 14 15 16

LAY (e ]
T Ca ] Coony ] (Crep ]
Muiticast

Qos Port Isolation List

Port Forward Portlist
1 1-16 &
2 1-16
3 116
4 1-16

5 1-16

3

7

8

9

Network Security
SNMP

a:sler
Maintenance
Save Config
e 1-16

1-16
1-16
1-16
Copyright © 2014 10 1-16

TP-LINK Technologies Co., 1" 1-16
Ltd. All rights reserved. - “an v

Logout
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Wykrywanie petli potaczenia na danym porcie:

- olEd
) s % \*
€3 nmn cla 8 O & A OB =

B Crosto odwiedrane @) Pienwze iroki  irp 8 fip T home W wikipedia  gueszata pl |

TP-LIN

witi @ opentm By manshtor y dobreprogeamy 8 35

TL-SG3216 PortConfig  Port Mirmor ol Loopback Detection
Global config i
Syst
ystem I_:::tii'ﬂk Detection enable ® disable
Switching g
. Port Detection Interval: 30 seconds(1-1000)
- LAG %ﬁ:’"“"‘ Recovery 3 detection times(1-100) (Cgpy

= Traffic Monitor
* MAC Address

Web Rafresh Status
Web Refresh Interval: 3

enable * disable
seconds(3-100)

VLAN
Spanning Tree
Multicast Port config
Qos Port
ACL Select  Port Stalus  Operation mede  Recovery mode Loop status Block status LAG
Network Security (u] disable «|  Alert [+ Auto+|
SNMP ) 1 Disable Alert Auto - - - =
Cluster o 2 Disable Alert Auto - - -
Malsnance o 3 Disable Alert Auto — - -
Save Config o 4 Disable Alert Auto — — —
o 5 Disable Alert Auto - - -
Cogout o 6 Disable Alert Auto - - -
o 7 Disable Alert Auto - -
o 8 Disable Alert Auto - -
TPVLIGNGIE “Q.?L?ﬁ:éi Co. R Disable Hert o _ - -
o 10 Disable Alert Auto - - - "

Ltd. All rights reserved.

Tablica ustawien agregacji portow w urzadzeniu:

Konfiguracja statycznej

Tse216 % &
€ @ wean

|| B Caesto oaviesiane

| TP-uINK

Fienwezekroki | itp B8 fip 7] home W wikpeda  gresatapl | wii @ opentm By tnchtor § dobreprogamy 8 10

LAG Table Static LAG LACP Config

Global Config

TL-SG3216

System
Switching
* Port

* LAG

* Traffic Monitor Select
* MAC Address
VLAN

Spanning Tree i
Multicast
Qos Note:

ACL— 1. The LAG created by LACP can't be deleted.

Hash Algorithm: SRC MAC+DST MAC |+|

LAG Table

Group

Mumber Member

Description Operation

No trunk exists.

[ar_] [osete

Network Security
SNMP

Cluster

S Config

Logout

Copyright © 2014
TP-LINK Technologles Co.,
Ltd. All rights reserved.

agregacji portow w celu zwigkszenia szybkosci transmisji danych
- o

€ a wsn %Ee 9+ a0 O =

/8 Cavao oavintiane @ pioncse ok | hp B p T home W wikpeda  greatat

P-LIN

wifi @ openstm By transitor § dobreprogramy W 9

LAG Table Static LAG LACP Config

TL-SG3216
LAG Config

System Group Number: LAG1 v
Switching Description
« Port
- LAG
« Traffic Monitor Mt otk
+ MAC Address 0 1 0 2 J 3 04 Os Oe
VLAN 7 8 9 I 10 =R I 12
Spanning Tree 13 L4 15 16
QoS
ACL
- Note:
Networki Security 1. LAG" denotes the Link Aggregation Group which the port belongs to.
SNMP 2. It's not suggested to set 100M and 1000M ports in the same LAG.
Cluster 3. The LAG created by LACP can't be modified.
Maintenance
Save Config
Logout

Copyright © 2014

TP-LINK Technologles Co.,
Ltd. All rights reserved.
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Lub dynamicznego dopasowania si¢ agregacji portow w urzadzeniu:

J e x &
€ 8 s clla EI-R B -

B Cresto adwidtane @) Pienszekoki | hrip 8 fip ) home W wikpeds  gresmatapl | | il @ opentm B tanshtor fy dobreprogeamy 5

TP-LIN

TL-SG3216 LACP Cong
Global Config i
B System Priority: 32768 (0-65535)
Switching
« Port
. LAG LACP Config
» Traffic Monitor Port
« MAC Addrass Selsct Pot  Admin Key Port Priority (0-65535) Mode Status
VLAN D Passive - Disable +|
Spanning Tree =] 1 1 32768 Passive Disable -— ul
Multicast O 2 1 32768 Passive Disable
Qos [ 3 1 32768 Passive Disable -
ACL s 4 1 32768 Passive Disable -
Network Security O 5 1 32768 Passive Disable -
SNMP L 6 1 32768 Passive Disable =
Cluster o 7 1 32768 Passive Disable -
Maintenance &) ) 1 32768 Passive Disable —
Save Config I 9 1 32768 Passive Disable —
o 10 1 32768 Passive Disable -
Logout O 1 1 32768 Passive Disable -
=l 12 1 32768 Passive Disable -
[ 13 1 32768 Passive Disable
Copyright @ 2014 s 14 1 32768 Passive Disable —
T"I_'S"f” m&?ﬂg" o 15 1 32768 Passive Disable — .
Monitor ruchu sieciowego na portach:
f mosene * -
€@ clla a8 9+ k00 =
B Capmo odwiedsane @) Plenwszeiroki | rrep 8 ftp ) home W wiipeds  greszatapi [ wifi @ opentm B tranchtor § dobreprogramy W 59
TP-LIN
TL-SG3216 Traffic Summary
Auto Refresh
Eyatam Auto Refresh: Enable  ® Disable
Switching [P sac (3-300) @
« Port
- LAG
= Traffic Monitor Traffic Summary
« MAC Address Port
VLAN Port  Packats Rx Packets Tx Octets Rx Octets Tx Statistics
Spanning Tree 1 4,262 [] 373,179 1] Statistics 2
Multicast 2 3,838 5 395,736 384 Statistics
QoS 3 0 ] 0 0 Statistics
ACL 4 o 0 [ [ Statistics
Network 5 0 0 0 0 Statistics
SNMP 6 0 Q 0 0 Statistics
Cluster 7 o Q 0 0 Statistics
Maintenance 8 0 ] 0 0 Statistics
Save Config 9 0 0 0 0 Statistics
10 0 ] 0 0 Statistics
Logout 1 0 0 0 0 Statistics
12 0 Q 0 0 Statistics
Copyright @ 2014
TP-LINK i
Ltd. All rights reserved.
Statystyki ruchu sieciowego w urzadzeniu:
ysty veg 3
L Tusee * &
€@ mm cla *B 9+ KOO =
B Cresto adwiedzane ritp B fip T home W wikipedia  greszata.pl ator §, dobrepragramy B 139
TP-LIN
TL-SG3216 Traffic Statistics
Auto Refresh
System Auto Refresh: Enable ® Disable
Switching [P sac (3-300) @]
« Port
- LAG
» Traffic Monitor Statistics
- MAC Address Fort 1
VLAN Received Sent
Spanning Tree Broadcast 1,228 Broadcast "}
Multicast Multicast 3,034 Multicast 0
Qos Unicast [ Unicast 0
ACL Alignment Eors 0 Collisions 0
Network UndersizePkts. ]
SNMP Pkts64Octets 65
Cluster Pkis65t01270ctets 4,084
Maintenance Pkis128t02550ctets 94
Save Config Pkts256t05110ctets 1
Pk1s5121010230ctets 0
Logout PkisOver10230ctets 8

Copyright @ 2014
TP-LINK Technologies Co.,
Ltd. All rights reserved.
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Inforamcje dotyczace tablicy adresow MAC w urzadzeniu:

T5G3216
|
[l € & wasenn

%\

} B Capeto odwiediane @ Piewszebroki | | hitp M8 tp T home W wikipeda  gressatai || wii @ opentm By tranchtor § dobreprogaamy A 19

| TP-UINK

TL-SG3216

System
Switching

* Port

* LAG

* Traffic Monitor
* MAC Address
VLAN

Spanning Tree
Multicast
Qos
Network Security
SNMP

a;sler
Maintenance

Logout

Copyright © 2014

TP-LINK Technologles Co.,

Ltd. All rights reserved.

Address Table Static Address Dynamic Address Filtering Address

Search Option
[0 MAC Address: (Format: 00-00-00-00-00-01)
VLAN ID: (1-4094)
O pot pori1 (hep ]
Type: . Al Static Dynamic Filtering
Address Table
MAC Address VLAN ID Port Type Aging Status
D0-50-99-7C-FD-A9 1 15 Dynamic Aging

Total MAC Address: 1
Note:

The maximum of the displayed entries Is 100 by default, please click the Search button to get the complete
address entries.

Statyczne dodawanie lub usuwanie adresow MAC z tablicy w urzadzeniu:

) Tseane *

TL-SG3216

System
Switching

« Port

- LAG

= Traffic Monitor
« MAC Address
VLAN

Spanning Tree
Multicast

QoS

ACL

Network Security
SNMP

Cluster
Maintenance

o+

Address Table Static Address Dynamic Address Fittering Address

cla a9+ a0 =

g 8 fp ) home W wikpeds  gresmatapl | | il @ opentm B tansheor f dobreprogeamy 4 55

(Create Static Address.
MAC Address: (Format: 00-00-00-00-00-01)
VLAN ID: (1-4094)
Port Pot1 |+
Search Option
Search Option: Al ¥ Search_
Static Address Table
Select MAC Address VLAN ID Port Type Aging Status
[n) Pot1 |+

Save Config

Logout

Copyright ® 2014

TP-LINK Technologles Co.

Ltd. All rights reserved.

Total MAC Address: 0
Note:

The maximum of the displayed entries is 100 by default, please click the Search button to get the complete
address entries.

Dynamiczne uczenie si¢ przetacznika na temat adresow MAC urzadzen dostepnych w sieci:

) TLs316 x
€ A& el

B Cemo odwiesiane @) Pienaze broki

TP-LIN

TL-SG3216

System
Switching

« Port

- LAG

= Traffic Monitor
« MAC Address
VLAN

Spanning Tree
Multicast

QoS

ACL

Network Security
SNMP

Cluster

\+

e(|a a9+ a0 G =

g 8 fp ) home W wikpeds  gresmatapl | | il @ opentm B tansheor f dobreprogeamy 4 55

Address Table Static Address Dynamic Address Filtering Address

Aging Cenfig

Auto Aging: * Enable © Disable

Aging Time: 300 sec (10-630, default: 300) Caeey |
Search Option

Search Option: Al ~ ]

Dynamic Address Table
Select MAC Address VLAN ID Port Type Aging Status
o D0-50-99-7C-FD-AS 1 15 Dynamic Aging

Al Delete Bind Help

Maintenance
Save Config

Logout
Copyright @ 2014

TP-LINK Technologies Co.
Ltd. All rights reserved.

Total MAC Address: 1
Note:

‘The maximum of the displayed entries is 100 by default. please click the Search button to get the complate
address entries.
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Filtrowanie adresow MAC, blokowanie dostepu do przelacznika:

T5G3216

|
[l € & wasenn

%\

} B Capeto odwiediane @ Piewszebroki | | hitp M8 tp T home W wikipeda  gressatai || wii @ opentm By tranchtor § dobreprogaamy A 19

| TP-UINK

TL-SG3216

System
Switching

* Port

* LAG

* Traffic Monitor
* MAC Address
VLAN

Spanning Tree
Multicast
Qos
Network Security
SNMP

Address Table

Static Address

Create Filtering Address

MAC Address:

VLAN ID:

Search Option

Search Option:

All

Filtering Address Table

Select

MAC Address

Dynamic Address

VLAN ID

Filtering Address

(Format: 00-00-00-00-00-01)

(1-4094)

Port Type

Aging Status

Cluster
Maintenance
Save Config

Logout
Copyright © 2014

TP-LINK Technologles Co.
Ltd. All rights reserved.

Total MAC Address: 0

Note:

The maximum of the displayed entries is 100 by default, please click the Search button to get the complete
address entries.

Podziat portow na sieci logiczne w celu utrzymania przepustowosci oraz poprawy bezpieczenstwa:
- olEE

) Tseane *

TL-SG3216

System
Switching

VLAN

* 802.1Q VLAN
* MAC VLAN

* Protocol VLAN
* GVRP
Spanning Tree
Multicast

QoS

ACL

Network Security
SNMP

Cluster
Maintenance
Save Config

Logout

Copyright ® 2014

o+

bizp 8 #ep ) home W wikipedis

v o

VLAN Table

c|a

guesntapl | wifi @ openim B transator & dobeeprogramy W 158

a9+ a0 =

VLAN ID

Select VLAN ID Description Members Operation
o 1 Default VLAN 1316 Edit | Detail
[ul 21 sto1 12 Edit | Detail
O 2 st03 34 Edit | Detail
ul 2 st05 55 Edit | Detail
[m} 27 107 78 Edit | Detail
o 29 109 910 Edit | Detaill
o 3 st11 1412 Edit | Detail

[create ] [ _an_] [oeiste | [ Hewp |

Total VLAN: 7

TP-LINK Technologles Co.,

Ltd. All rights reserved.

faczone s3a komputery, serwery badz inne przetaczniki:

Okreslenie portow, do ktorych pod

T-5G3216

|
€ & W)

o+

} B Capeto odwiediane @ Pienwszebroki | mitp M8 tp T} home W wikipeda  greszatai || wifi @ opentm By tranchtor § dobreprogramy ¢ 19

| TP-UNK

TL-SG3216

System
Switching

VLAN

* 802.1Q VLAN
* MAC VLAN

* Protocol VLAN
* GVRP
Spanning Tree
Multicast
QoS
Network Security
SNMP

Cluster

Save Conflg

Logout

Copyright © 2014
TP-LINK Technologles Co.,
Ltd. All rights reserved.

VLAN Config [EITeRItE)

VLAN Port Config

Select

O @[

Port

"8 O & a0 0 =

Link Type
ACCESS
TRUNK
GENERAL
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS

PVID

23
21
21
23
23
26
26
27
27
29
29
31
31
1

Caepy ) (Chop

Detall 2
Detail
Detail
Detail
Detail
Detail
Detail
Detail
Detall
Detail
Detail
Detail
Detail

Detail
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Konfiguracja sieci VLAN na podstawie adresow MAC:

Lista grup sieci VLAN:

) nsee x b

€ & Wl

B Capeto odwiediane @ Pienwszebroki | hitp M8 tp T} home W wikipedia

TP-LINK

greszata gl

MAC VLAN

witi @ opentm By tanshtor § dobreprogaamy 4 10

w8 9 & & O

TL-SG3216

Create MAC VLAN
System
Switching
VLAN
* 802.1Q VLAN
* MAC VLAN
* Protocol VLAN
* GVRP
Spanning Tree
Multicast

MAC Address:
Description:

VLAN ID:

MAC VLAN Table

Select MAC Address

(Format: 00-00-00-00-00-01)

@

(1-4094)

MAC Address

Description VLAN ID

No entry in the MAC VLAN table.

Qos
ACL
Network Security

(& ] [ooee] [hep ]

Operation

SNMP

Cluster
Maintenance
Save Conflg__

Logout
Copyright © 2014

TP-LINK Technologles Co.,
Ltd. All rights reserved.

/ nsese x b
€ & Wl

B Capeto odwiediane @ Piewszebroki | hitp 18 tp T} home W wikipedia

TP-LINK

greszata gl

TL-SG3216

Protocol Group Table

System Select Protocol VLAN ID

Switching

ZEC IRl Protocol Group  Protocol Template

witi @ opentm By tanshtor § dobreprogaamy 8 10

w8 9 ¢ & O

Member

No entry in the group table.

VLAN
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